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34, chemin des Colombettes 
1211 Geneva 20 
Switzerland 

[Amendment of the claims under Article 19(l)(Rule 46)] 

Re: International Application No. PCT/JP01/02866 
Applicant: Sony Corporation 
Agent: KOIKE Akira, Patent Attorney 

TAMURA Eiichi, Patent Attorney 
IGA Seiji, Patent Attorney 
International Filing Date: 02.04.01 
Applicant's or Agent's File Reference: SK01PCT37 

Dear Sir. 

The Applicant, who has received the International Search Report relating to 
the above identified International Application transmitted on 22.05.01, hereby files an 
amendment under Article 19(1) as in the attached sheets. 

Further, the applicant replaces sheet no. 42 of the claims currently on file 
with replacement sheet nos. 42, 42/1 and 42/2 supplied herewith, because the intended 
amendment results in adding new claims therein. 

Thus claims 32 and 33 are added and the original claims 1-31 are retained 
unchanged. 
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(54) Title: INFORMATION PROCESSING SYSTEM AND METHOD 

(54)38Bjo>*»:tta[ffliS^A^A. tffBffiS:^ 1f «8EStj«i*. fttflz A^«*3H* 
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a EFFECTIVE KEY BLOCK (EKB) 

b. . - ENCRYPTION KEY 
C. ..KOOO OR K001O 

d . . . EKB PROCESSING 

e . . - DATA CREATED BY ENCRYPTING AUTHENTICATION KEY Kake WITH 

UPDATE NODE KEY Kit) 00 



t. ..DEVICE 
9... REVOKE 

h. . -DECODING 

i. .. DEVICES 0. 1, 2 



(57) Abstract: A content key, an authentication key, program data along with an effective key block (EKB) are transmitted by an 
encryption key structure of a tree structure. The EKB has a structure in which a device constituting a tree leaf holds a leaf key and 
a limited node key. A specific effective key block (EKB) is generated and distributed to a group specified by a specific node, thus 
limiting an updateable device. A device not belonging to a group cannot be decoded, ensuring the distribution security of the key 
and so forth. Keys or data is distributed by an encryption key structure of tree structure, thereby providing an information processing 
system and method capable of efficiently and safely distributing data. 



WO 01/78298 Al 1111111111111111111 



— ffllEg 



(57) 

-*3?£*r$tfb*-:/n (EKB) h h^^^ffrSo EKBIi, y»J-© 
(EKB) ££jEjfcLTgE*FL-£. M$r RJt& 5*>W * £ I&^-T 3 d £ #-f £ £ . ^ 
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1 

mmm 



5 3 i: }: j; t) x ^ y -k — ^«£/h<* < m%.X, >^ > y=3p— IBM. & 3 

— * (HkT, £ft£> £3 (Content) i;n?^s) £ N -f > # — * y b m<D* 

^(:%ot§T^^§, 3ti?>©il3 >r>yii. a.— tf©m*-r^>P C (Pers 
onal Computer) n <fc o tf- * Six & 3 vW*i3tli&#©g|5t#55: 

&iz& zmmatiZo 
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mmn isxmm$tiz>v-&mm, pc*©«##»#tt*»e>©3-— -tfi&a^ $> 

o 

So 

itfe^o -r^fo^s «i*tf-r y bm*ftvxBg j %<(b$tif^?t7*-*, 

* (¥:*:) tStufc^t^^. c©,fc5fc«*©ii&^to&Jlfc^*b«*flHv 
«^Yb^:®fc:m^b§^m^£>^-#Bi- 5 t'fbs «-^rti#$£B:lfc#frS> «fc < *n*>ti 

R£^bll£«^b®t&m^7 ; -#B£-^'fb • «^Yb£&©li1i£l£t£*ft«m 

^©i -zcDmii vx^t)®%&mmffe^fci5&£mxnx\,yzjji$ l && 

%>o ttilUBt-^b^sUis ^-^©Bt^fb^Sfcm^Bi^'fbiti:^--*©^ 
ibi3fflv^^^-^'fbil*fta© i fe©i: bts jE^©^-— If ££*iS>ng-if fbM3I. m 
•^<btffl^S#®il&##b , r. aiftHrfe&v^^jEJ.— IfK: £ 3^-* T^-te* 
££»t-3fc©T'£3o ^©KOM^SKDES (^-^Bf^ip : Da 
ta encryption standard) &%>2>o 
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m.x%>%o MpLitJ.—y&vasbfc^zv- pzxtitisX-xmmmmzMmi, 
vxnzntcvg^ihm. w.^ibmfr<b. mz^<D*vp±)]/<D7 : ~-<!?x&z>^x 

&^£<£ffl!r3 7!j&i?& iK #^®Aie*f-r3B^f<b:2:»£s ^©#^iA# 

^fTbfc&ia#t£m^B£^bfli3i£fi : -5o ^ia^ie^orflt^b;**^:*:*^ 
^ (D^^iMmizmm^ nrz^mmizmmir ^mmmiz ^ ^x(D^m^mmifi^! 

&^x\%^bzntcxmizw®m*ift^mA<Dfr&m^^%>z\tL&xgz>o &n 

^^^©ftgEBtJ&^ieiiR S A (Rivest-Shamir-Adleman) B£-5f#&3 0 

z(d & o ■&m j %ibi5jZ>*mm? z> z tiz & ^ Bt#-fb3>^>^^iEM^-— trie 

*t b T © H m. # RJ IE b f 3 X =r A # oj fg ^ ft 3 •„ 

^fby-^s ^^^liDVD, CD^©fB^^#:i3^i^bT*l«bs Bf-^Yb^ 

> ^ > v % u > ~r > y ^r- & IE m ft^-- tr c © 3 a^e < m 

-^Hf-^YbbtiE^^^— tf ieJi^U jEii&;x- if©5*#*1-3«-f*-£ffl 
V> T Bg-SfYb > ^ > S> b T =3 > =r > V £<£ffl Wtl £ 3 *fifi£ 

jE^^^L— >fT-^§^g^©^j^« N -isiefis >^>y<Dmmmx 

n ©Sfl|«rK:jKBE«l3l*||fT"rSil tie^o-Cfr^o -flSfft&lgSE 

*-££s&bTs m>m&m&LtzM&iz^ &j&\stz±yis3>*-&m^x7 : - 
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SgBJ3©li^ 

=fj w * & . w.m. © m ta a ? > w * £ u - ? h b ft mm v u -#hb {3 & » & # y 

-IZ&^XVg^ibVtzGmk*— 7u y 2 (EKB) *£.f&?%£h<b lz s Hff 

m-^mm^m^ »-/d^ (ekb) ©aaa^D, M^f^-h*^- 
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5 

ji N mummiz&\,\xm^ ztizMM*— x$>%> 0 

uy^ywl Vr^yr-f • (ICV) &}&*-X$>%o 

fiBM^Sttx *«Kb# — (EKB) fc N ^yt-^f-^^U3>T 

iff & 3 o 

m^mit, * v*~v?—#*mn?%^iLti%mm : 7 : ^jx\z&\,\x®frm. 
^m^M^^—yn y ? (ekb) t.m^fc* v*—*?*?—* &£*&b-rsa 

1 o©y- K^H^y — K h b. m^^- b'OTttiig^nsy- KXIFU - 
^zf y £Oi/-:r«u r/w^m if— e*a»N ^S^««^©nt-©^« 
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r^jxmm, v—vxmm. mm^mmmmom-vfemzti 

u— 7 t: ufepmsy y-fitst© 1 y 

Bf-^bbfc^^Mb^r-T-p (EKB) ^^^^Sili:*^, M«fy-K^r- 

^.to-rHt-^-fbufe^ y-t-v?-* z&mvx^^j xizttvxmmtz * v 
*$Hb3p— ^D-^ (ekb) o^a^^D. s^fy- K*-£ffc#7r-3H§f> 

£ HfTf £ * y -fe - 5? * «-^7 5 s - y 7 i: £^tf . 

^^>tc:. *mw<!>mmMmjj&<D—mMMffiiz&^x, *t± N 

So 

e n #t a { 3 & o x m v> £ n 3 §g HE — x & % 0 
£ *mwommmmj}&<D~nmMmizj3\,\x, * y-fe-^:r-*« N 

n>^>y©-f>^y^-f • ?-:cy*iiI (ICV) 4M--C-ife5, 

mmmmte&^xm^ t>ti&mu**-x$> % 0 
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££>^ #^Bj©ti#M3i;fr&©-ii;«ini^3:fevN^ y-t— #ibm 

^mt, — y ? (EKB) }l, ^yt-^r-^i:lt3>T> l > 

£*>^ *^BJott^^!a ! a^^©-^^s^fil(-*5v^tx ^ s?5*— *m 
y hs — 5 s - # ib«^ i: ^xf^ -e<Dmmmm&!&± #fe# tut 

|g**35&<b^r-^D * * (ekb) tm^it* * ^-v?-* z&mvxmm-r 

o 

^ ^ - b* <D T ffi £ £ ft 3 J - K » ^ U - 7 id A o T «j$ $ ft 3 ^ ; 1/ - 7 F*| 

-£^;i/-T<z>y — K3r-;g>.&^{;i: U -7 K <£ o Tig-sf-fb bfc*$Hb*— r 
ny* (EKB) i:> ioTBt-Sf-fb bfe^ y-fe — * t £ 

££te> ^^B^Oti^SB^^O-HJS^filt^V^-Cs ^ y-fe — S>5*— #fir3 

5^ > V =3r - fc cfc o T B£-5f*b $ ft Ht^ib 3 > 5* > S> £ l&iSrt b T M 3 o 

(EKB) ZMfotttttzttfatfttT-* ^It^So 
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'J^-f -l-^vVm. (ICV) r—?^MfC^5o 

^ij-7i: bfcpgJly U — «3§© 1 o©y — — K i: U IIjS^ — h*© 

oyj _ h-^_$,^VN« ij-:7^-f;r£oTH£^bbfc^£irtb*--^n * * (EK 

b) t)s s$r^- fcatwi-sie*?^- ^-Wr^ 

<b n > > y © u & n -r s ^ 5* * y t £ tr » 
#2gi«fcJu f 9- (*) a^©PiMi$a^©^<b$iIS#a$£ffl^3££: 

$&3§£n#7fc©=&3i (U— 7) t;rSESbfc*?iJ&©iiia{i#&£ffiV^ BB^^^ 
b < {£SI«M£^bT. 3 >r > Vt 5 -^ ©HI 4 3 > y 1/ 

Aft^^Ki-^TOJft^Tf**^*^^**. CD-^FD, MO 

^h©«^±xtt^ti±©^#«js^^^*bfe i fe©t*$>^o »m-r*t«x % 
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*mR<om(Dmm t mmax^mmm^n z>z.t&x% %<dx&% 0 
m 2 its ^mM(Dmmmm-> &izj$^xmm ^t^umm^mwommm 

IBtffcftfflSftS^a&flj* — y ^ (EKB) OWI*tlt$5, 
(EKB) £tefflb&IB^fflfc«^fflS«£^ria'efc£« 

0 6li, *#l!II©M*&3ffi'>;*7*Afc;i3»a^&fb*— (EKB) <D 

H 7 A72rSH 7 Ctt N # $6 III <Z> tit fg ^ :/n v f? 

(EKB) SH-efe*. 

(EKB) 3>^>^^r-. 3>^>yfc#*TBB«r *4tJA0!«CT 
0 *ISB|0iM^XfAti5m«^-7D>^ (EKB) fc, 

810tt, $^i®ili«lI>>^TA^{j-5^fl3^-7nyi' (EKB) 

tzi>^yy^mmmmz^mvr^m^<DM}^\z-o^xm,mir^mx^>^o 
«>z (ekb) ziyr>y*~*mtt?%mm*fe3k(Dmttmmti£®.Ltz 
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mx $>%o 

^i3i*. &mw®mmmm*yx^&iz&ttz>m%)<\j*~- zruy? (ekb) 

<D 1 ) X&%<, 

®i4f*s &mM(Dmmmm*yx7-2xizjstf5>m®}ih*-- /d * & (ekb) 

CD 2 ) T? £ 3 o 

&m^xm%)ih*—7u y p (EKB) fc> n >^>>y^r-^#*-rSB«'r^^fl! 

i 7 lis &mw(Dmmmi£i'X7-&iz&^xm%}ib*---7v * # (ekb) 
m^h^n tr^.&y*— &&wi£xmm?z>mm*ir:-rmx%>%o 

^v^-f • (i cv) cD^^^^ffit-^MACffi^^a^^-r^-c-fe 

luit &&w<Dffimmm^xT&te&&z>mM*-- 9 (ekb) 

^ 1 ) 

^2oiis *mm<Dffimmmt'XT2*iz&&zm%i<(b*r~-'7v * * (ekb) 
H (^©2) 

^>^--r>^^u^^ • ^-aiy^tf (icv) £^ t^cm vtzm^(D^ 
\f—m±utfe&Mw-?zmx$>%o 
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^y^w (icv) *3>T>yfemmi*-£mK: i gm?%m!&*m 

3 >^>y©i2«ffi!l 1 0 £3 >f>S»Sii 2 0 ^©I^cDt 5 — -f 

Y^4 7ta 2ro««K«¥®^> c p jfotliWg^fit - v 

btlis ^ h 1 U ft£ft&l 2, mfS®$!l 3, DVD, CD^CD 

5 s -f T 1 4^#& ^ — 15, ^ >^> ygfUBl 2 OtD^/W^i: Ltli, rt — 
V^-;i/n>^a.-^ (PC) 2 lx # — ^^t^WX (PD) 2 2 N g|^«iS. 
PDA (Personal Digital Assistants) ^©gl^ll 2 3 s DVD. 
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^1100 ©StSfc^n * * Bfc^-To fBH«£i£g lOOtts XthH I /F (In 
terface) 12 0, MPEG (Moving Picture Experts Group) 3 — 1 3 0, 
A/D, D/An>A-^ 1 4 1 fc^fcXtti* I/F (Interface) 1 4 0 s Hg 
■MiMS 15 0s ROM (Read Only Memory) 1 6 0 , CPU (Central Proc 
essing Unit) 17 0. ^<J180, B««t« 1 9 5© 904tU 

iin&ii/u 110 \z&ixnmz&m-£ftt^z>o 

3>^>^y^«figf ^^/vif*§itN i i o±fcffl;bir3£:fcfc 

A* 1 1 0±©7 ? >f S>*;i/«-9**«U *«fcta*T*-. MPEG3-T 
y M3 0li, A* 1 1 O^UTO^MPEGTO^nfcf-n^ 
MPEGfn-PU Affi*I/F 1 4 0 CtB^"T 5 i: i: * AW* I/F 1 
4 0*5>M$h5f>f^^;H^MPEGx>3-b-bt/U 1 1 0±fctti 
#lT£o Xffl*I/F 1 4 Otts A/D, D/A3>/t-^ 1 4 1 *l*l»bT^ 
-So Attifcl/F 1 4 0tt, ^fiP*e,«l&*tl*3>^>yi:bT©T^Pf« 
-s^fc^Mbs A/D, D/A3V/W 1.4 1T-A/D (Analog Digital) 
?2>Zk.X~, 5 s *JZ)Vm^h b-Cs MPEQn-^y* 1 3 OfcffifcfSiii: 
MPE G3-r»; * 1 3 0 frbOr-i S?*;HM*^ A/D, D/A3> 
1 4 1T-D/A (Digital Analog) £~Cs TtD^tbt^ 

Vg^mm^m 15 0lt lf^OLSI (Large Scale Integrated 

Circuit) XM&Ztl. *X 1 1 0Hlttt«$h53>T>S'Ht©5 f ^ 

7*--^**^ i i o±Kmj]*z>mj&zw^>* fefcx «f**fca*«i s o« i 

CD £ o ^ X *C SfcPJI 1" 3 o 

ROM1 6 OBU fi»»4SiiCio-Cj!H*n57 , Dy7Af-^*»it 
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5. CPU170ii, ROM 160, * ^ U 1 8 0 £fSfS£ tltz 7 V 9*7 A %m 

fttzz. tx-s MPEG3-T5' ^130 ^m-^mm^m 1 5 omzMMTZo 
/^y 1 soli, m?u£, ^w^^utn cpu 1 7 o ifimn^t^y^^^ 

Ht^^LS^^ffl^tL^)^— fe y h^lBHt-^o ^r— fey h^OV>"t«^^T*i4HJ 
-T3o h*7-f719 0lt tr^f ^#;i/^-*£f3li#£WB£&HBSi^ft;l 9 5 £ 
lEiiJ-r^CliiJCj; ^ SS^#1 9 5fr£:r^ S?* ;i/:r-# b CS£ 

b) , MX 1 1 0±\zmtit^ ^7110 *^btft«6$n5r^ 

SBfcflEttl 9 5fcfc, flUfcf, DVD, CDf ©jfer-f X ^ > M^r^^^ 
fcfcs 13 2 Klw-rBt-^«ia#® 1 5 0 lo07>?y7LSULtM 

HI 3 ©iT^t^tt>A0- 1 5 ^3 >r>y&mffl 2 0 (DM^cDt^J X 
X&Zo ?%it>-t>m 3 U— (*) fit^CD&SI (D-? : leaf) 

— fey i> y izfaftj-rzc m 3 ©irttstK 0 ooo-ki 1 1 1 
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~K1 1 l^y-h*^-i:t5o 

0 3l3^f S"J-«*C*^t, flfctt^W * 0tt'J-7*-K0'0 0 0 
^_ ;K0 0 0s KOOs K (K KR^fttS. * 5t±K 0 1 0 

1. K01CK KOK K (K KRSBfttS. t^W * 1 5 f± N K 1 1 1 1> 
Kill, K 1 1> KK KRWtSo fefc, H3©S"J-fcttW^*« 

o ~ i 5©i 6^io^iB«^tL. y y-stae* 4®*dS©J&«©i:nfc2fe*»» 

rr^W ^JP&ai^M&S^ii^W ZKmJ&&&teMj&$t},tcT> VD, CD, M 

;U£^3©£jiaT*BA,;ESB#> t^r^xo, 1,2, 3*p-©aa«« 

fttttiiS^U^t^btlis #»<D=i>5 l >yfcWWbbT:7 

ii. m3<D&m-emA,is®&. WrMxo, 1,2, 31100^- 
3 >j-*tli#st5. 3>r>y7o;W^ »*v^ife«lF»»3iH** 
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3 3o©7*;W ^ 0 , 1, 2, 3«y- b'^r— ^ bt#a©dr-K 0 0. K (K 

KR^ittSo c©y- K fcfc<fc Ds 09;L«±m© 
3>f>y^-4r^^0, 1, 2, 3©^K:»tt-r3££#irf&i;&3o 09 
£f£. M^ttSy'-^-K 0 0 J; friS^-rtli^. 

mtz-&mm<t*mfj'?z>z£ti:<7 : ^<< , i, 2, 3©#c#ttsi©3>^> 

KOOf^ftbfctEnc (K00, Kcon) ^^y-^lihbtife 

svNttaa««t#K:»*fi ltt^w * 0 , 1, 2, 3 mm^-mUs &>\4 * 0 , 

1,2, 3©2*#x tl^tl/C^W ^ ^43V^T^^^*^tt^y r- K^r — K 0 0 
ftm^xm-^'E, n c (K00, Kcon) ^tn>f >^*- : Kc on^ 
#3 £ t&vimhteZo &:fcs Enc (Ka, Kb) (iKb^Katiot St 

*fex &3n#j&t fc^Tx 5 s ;w x 3 ©m^-r^ii :kooii, kooi, 

K0 0, K0, KR^ft (^y*-) I3cfc D^*f^tiT»MbfcC: h&mM 

bfc«^ ^nwi^s ->x^a (:r;w*o, 1,2, 3©^;v-r) tMi 

©fc&^fcJu ;-Pt-:K001, K0 0, K0, K R ^^tl^tim fc&HK 
(t) 001, K (t) 00, K (t) 0, K (t) R£M£rU * 0 , 

1, 2t€Oii^-§fi^§^S^, K (t) aaall, UK a 

aaOttft (Generation) : t«IiMi&§ci:ISt. 

mMik*—-7uy? (E KB : Enabling Key Block) i:Mti5 7Dy^T-^ 
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oy^ (EKB) «s H3fc»1-*^a:y U--«l3fi*«Bl'**** , J — 
3 ^ j u z iz % tz iz g 9f $ fi & * - £ IB *F f * fe tf> © US * f b * - £ J; o r ** ^ * 
ixS. t»-7D«^ (EKB) tt, *-II7D^ (KRB: Key Rene 
wal Block) hW-lttiZ £ £ fc&3o 

B4AK:Sttaft*-^^ (EKB) fctt. >>-F*-©Mf©&5fe 

EI4£D«fci\ Bat^t^'J-i^Cr/W^O, 1, 2\Z*SVX* ttftt© 

(t) 00, K (t) 0, K (t) R#&KT?fci>N X 2». Hff^-K 

*-i:bTK (t) 001. K (t) 00. K (t) 0, K (t) Rtfi&RU* 

0 4 A©EKB£^£*l3<J:5 CEKBCtt**©*^fli*-* , ***l'*' * 

Enc (K0 0 1 0, K (t) 0 0 1) t&So -Cftfe** 8 
>W * 2 CD&o U-7*-K 0 0 10 Cfco-CBt-^-fb^nfeMif^- F K 
(t) 0 0 11!$D,tA^2^ S»©»oiJ-7*-Ci9ti:©Wft 

fc^b. K (t) 0 0 1 ^W^Ct^-C'^^o «*K:«ki>»fcK 
( t ) 0 0 l^fflV^s 04A0T*^ 2®@©Bt-^'fb^r-E n c (K (t ) 0 
0 1, K (t) 0 0) £«-5§-Blt&£:&t)s M£r^-K*-K (t) 0 O^f^u 
h&XZZo WTI^ B4A©±*6 2«l<0»*fli*-Eiic (K (t) 0 
0, K (t) 0) £m^fb. jgfM-t^-K (t) 0, i4A©±*M^@ 
©iSt^-Enc (K (t) 0, K (t) R) SWU (t) R£^3o - 
^ f ;HXKOO00. KOOOlIt >>-I»*-K0 0 0ttSlft5»ftC 
^$.tlX#t>-?, W%i;- h'Jr-^bt.M4©lt K (t) 0 0. K (t) 0, 
K (t) RT*&-5o f/H^KO 0 0 0. K 0 0 0 1 it, ^4A<Z)±fre> 3|£B 
©jfc^flS^-Enc (K 0 0 0, K (t) 00) K (t) 0 0 

b. WT> B4AO±*6 2SI©l|*fls*-Enc (K (t) 00, K (t) 

o) ^m^bs Hif^-K^-K (t) o, h4a©±*& ljaaoie^b*- 
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Enc (K (t) 0, K (t) R) 4t^LK (t) R£#3„ £©«fc5K:LT. 
5*>W^0, 1, 2 fcfcMffbfcitK (t) R^fi^iIi:ASl?^^o I4A 

13 KStV U— *3i©±<ft®<0 7— : K (t) 0, K (t) R©M«r 

**W*e*tK 7— — K 0 0©»©H*r&a#iB£*C*<&»"&K:fcJ:N 04 B 
OW*-7Dy^ (EKB) M£r7-K*-K (t) 0 0 

^rA^O, 1, 2 CIB^-T^C t^TtSo 

EH 4 B CStEKBtt, ^£{£^©^;i/-7k::^T&*^&$rfc&:3 >^ 

;v-rrt©T;WX0, 1, 2, 3 * l &3aB««Mfc&/8V'»T:fe D> ^ffe^^M© 
3>^>y3r— K (t) con#<Mt^5J:t§. £ © ^ ^ 0 , 1, 

2, 3©tt?i©y- h*^r-K o o %mm ufeK (t) o o*m^xmtcftPim<D 

: K (t) con^Hflblfer-^Enc (K (t) , K 
(t) con) £H|4 Bfc^TE KB JliltCE^tS. C ©IB^fC J; !K tVS 
7 4&i:\ ^©fBi©7*;i/~:7*©^^£:^T{£^£;ftftv^-* h btoiB 

■Tfcfrfc* ^^W^0, 1, 2iiEKB$iIltffeK (t) 004f^t 
±mm^$:&m^?tH£, t m^-XKD^y^y^^—K (t) con^KJ: 

lasicx t m&xou >T>y*—K (t) c o nzmzmmmi: vx, k 

(t) 0 0 £ffi^T$ffc&#il©:a>^>y*-K (t) c o n fcRf-iflb bfe^ 
-#Enc (K (t) 00, K (t) con) tm 4 BIZtfTE KB £%mMM 
<*^^tt§ttfer;H^ Ocomm^Tjk-to t*i)^EKB ££38£^'fb* y 
•fe — S>5*— ^fca^i'y*— K (t) coni:Lfef!t$J, 

B5l:^tJ:5^ r/H^OIt IBflHK#K:«M$ tit V% : tl$j&© 
EKBi:@^* J ^«)|&ibT^5y-K+-K 0 0 0 §ffl^t±ilfci:Bi0 
EKBWC<tD^ 7-h**-K (t) OO^filtSo ^-tbfeMff 
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^ — F 3p— k ( t ) o o zm^x'g.ffi^yT^yz—K (t ) con^ifitv 

[E KB ©7*— b] 
S6ttM^-^os'^ (EKB) ©7*-vyh«tSt. — 3>s>6 

0 1 «s Ji%}{b*c— ^"O * * (EKB) ©Jt— $>a V&wfttSfl'?'*?*** 

££fO„ r^S, *»ft*-^P^ (EKB) ©Mfto^W -T 3 

pgjgy u-opiM^^^-To :r-#3W 6 0 3«U W^-^ns;^ (E 
KB) *(Dy £ -#U<D>&.W.*m-tX'< ^ ^^>^ 6 0 4tt^^9 

©&@> >9 6 0 StiW^©*^*^*^ t*^^o 

^^ uv fp (EKB) *$ktt-r%W*7ji\sX^2>o ^©^©^-^tt. EI7B 

h^y^-FTFi/^m. £©*§-&&. ;v- V*-- ©M$r*-K (t) RA 5 

f£©:r-*Enc (K (t) 0, K (t) R) tt. B7 AKjRtMS"J-Kw 
■TttSlfc**o ^©x«-^«s Enc (K (t) 0 0, K (t) 0) "C 

#0s fcv*»*ttl#Wfe*n*. (D * (R) 

tSjesns. ilSCr-^Enc (K (t) 0, K (t) R) ©iifcttx- 
*#&3©T% L*^= 0. ^Cte^-***^©^ R*^ = 1 tftS. fil"r\ 



WO 01/78298 




PCT/JP01/02866 



19 

r-^Enc (Kxxx, Kyyy) & y U — #HS© ifil fcM IT 
Enc (Kxxx, Kyyy) . . . (i, #ttK:ll&-5<b£ftfc*— ©«?U5*— # 

Cjflgfc^©^* ±x£bfc*^£<fco-c^— * & bTteM^ftfeHf-^-fb*— ©y 

±©{£g£¥!lS!imfB£: Ufe%©*C^^>o ±*6bfc* Kix 5fe©@4 

T> 

0:Enc (K (t) 0, K (t) root) 
00: Enc (K (t) 00, K (t) 0) 
000:Enc (K ( (t) 000, K (t) 00) ) 

. . . © J; -5 5* — hi) RTfgT*&3#. £©£ 5 * 

M 6 CHotv E KB 7 * — v Y fcoV%T «S g£ (Signatur 

e) {±, tM^r-^D^^ (EKB) &»frbfc«*.«««3!-fe>^ 3>^> 
f7D;W^ ftSTM^^frr EKB*5*lfer^ 
^tt»*»BEK:«ko , riEa**S»'fh^— rny ^ (EKB) »fj ##S8fT bfc* 
a&Yb*— :/Dy* (EKB) •e*aci2:*«EB-rs„ 

[EKBSISl!ffllfe3>5 l >S'^-»tf3 >5 t >y©M] 

0 8AStFi8B{zio^-^f^§gt. Bl 8 Afc:^-r«ljs8k:^v^rx En 
c (Kcon, content) 80 1 {is 3 > 5 s - > ^ (Content) £ 3 > y > *y 
3r — (Kcon) T-Bf-f-fb Vtz? : —*X-& !K Enc (KEK, Kcon) 80 
2 f± x 3 >^ > y 3r— (Kcon) S3>f>y*-if*- (K E K : Key En 
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cryption Key) TfBf bfcx-* T?& »K Enc (EKB, KEK) 8 0 3 tt, 
3>5 : >y ^-^_KEKt#»fl5*-7ny^ (EKB) tiot«fft 

- - n^fV^^-H^-KEKI^ HS-Cvt^-I'*- (K 0 0 0, 
K0 0-) . &*vM±;i/- r*- (KR) S#tfe^tU<> Sfc^-P*- 

(K0 0 0 , K 0 0-) . fc^fcUV-b*- (KR) Kl * o T Bfr-^fbS ftfc* 

(EKB, KEK) 8 0 5 ftjRlfflb*CV^S»-6-«)*tJ*^*^^N £ <£> <fc 5 
C43V>ttt. =&:r-*£PDDEnc (EKB, KEK) fcttiffl-r £> 2. ft < s E 
nc (EKB, KEK) K U > ft £> U > ^ftSwtf-i' £=&5r-* fcttiD-T 

^i^tt^^t^lSo 

bfcJMJfy'— P^-K (t) OO^tti^lfcl^^^to El 
(gMBO &fttv»*i: it. flfe©^;!/-?*©* -Tftfc»t>s t^w^o, 

1, fci5*-r*«Hb*~:/* ^ (EKB) 3>y>y*— 

(K c o n) fcnV^Vy (KEK = K (t) 00) TrBt^bUfc 
5*— (content) *3>^>y*— (K c o n) X-Wg^lthfcT 
hzmmtzztizx*), t;HX0, 1, 2 {i3>^>y£*#*c 

£1\ SfUfe*M*-7D>^ ^^ItOfttt^'J-^^-KO 0 0£ffl 

v^«-*wg£<fcD. n>^v^*-«r*^- (kek = k (t) oo) 

f^>o K (t) 0 0Ci4«fCit)3>T>5'Mconft5l»U 

£ £>£3 >f V^^-K c onf:j:^>T>^Ot^tfr5« £*i£>©4MK: 

4?»ft««ia^«njEKBft«La'r*2i:fc«k ^ 3 (k 

EK = K (t) 0 0) £Ifc#-f£2 iitfqTt&tft >>> 3it3>r>«/^fijfflt 



WO 01/78298 



PCT/JP01/02866 



21 

tH 3 iZ7jkTtik<Dtf)\' — 7<Dy : S'\'{ 7, 4 , 5, 6 — £ ©[Hllt©^— # (EK 

:r>y*-mHf*— (kek = k (t) oo) *mmirz>z£&x%-&^ 0 mm 

— 3 >^>y^-Bt-Sf (KEK = K (t) 0 0) ^KUt^^fctft 

iEmfsmm*m-tz>7 : ^'( x<Dfr&^>^>y%w. j ^Lxmmirz>z: 

-7n«^ (EKB) „ n>^>^ip — N Bf-^-fbn >^>y £D VD> CD^CD 

— y-uyz (ekb) (D&^iz x \>nt>nz>^ zmmirz «t a izm 

b tz n > r- > v rnip &mm tzmm x mm t & % „ 
m i oizmmmmz\^^b^y^yy tt&izmmtz—yny ? (ekb) 
zfemvrzWj&MZTFT* mi oizTF-tMiz&^xit, mmmmzzi>^>^c 

1 ~C 4#^$tl N £ blz&femi >^>ylZttJfo?Z><Dm%)tti : Z—7u y# 
(EKB) ^Jfottfrfc^ — f&femZtls £ ZIZS* — 3? 3 >M«D#3lKb*— 7" 
Dy^ (EKB_M) ftTt^ 3 » 0JtliEKB_lli3>r>yCU 

Bt-^^bbfe=3>^>^^r-K c o n 1 «AHEKB_ 
2»3>f>^C2 %Jfe-%tt,Vtz?>^>y*- K c on 2 ££/£-r 3©kH£fl§ 

£ft&o C<D#m* N >t— >M©^3Mb*— ^"D y ^ ( E KB M) ifimm 

mmzfeMZftXte »K 3>r>^C3, C4tt*f3Mb*-?"n s> # (EKB 
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M) fc»Jfc*m&*vr^*©^ MftWnyf (EKB_M) 
t)3>f>^C3, c403>f> , ^-^W5i:J:i s 'ei5. ekb_k 

ekb_2 «5*-f \zmmtsnx^-&^(D-e, fffc*a*^s- 

«^f3fc«>C&R&EKB_l , E K B 2 ^tSci^^^S. 

mi i AstFiai iBt> anBt©^w^iaT?3>7 i >ry*-* s «£5i'r*»'& 

(E KB) £*Ifflbfc0n?&*. fc*5. Ell 1ASVH1 IBWtKa 
(Kb) fciu Kb-ftKaTJOTflsUfc^ 9 — 

^^©Bt^b^Sl-^fflt-^-fe y^aV*-K s e s fctf>fc#5Vt 
^HfC&VMTs BSE«lI»tfi*»fflI ( A K E : Authentication and Key E 
xchange) fcHifrU tt#*4bfci: !: Utt » f 9 >*-K 8 e b t 

«A«H1 1 AOP CfcfcV'Tlis §lbHr>3 >^r~T?Bt^fl5bfc=l> 

^y^-Kses (Kcon) Hr>.3>^-tff btKconSHS: 
fc#nJ|gT!& tU $ Km'ftlstzK c onSPCaMtt^^-Ks t 

mil Afc33V*Tx 3>f >^7D/H mil A©tB^7^-f X 1 1 0 

nccD^^-^^^fflwu^-ciBMbfev^-a-c^s nappes .- 

BUBt^tSaftWny^ (E KB) *SJJB b&flfcfc^tttx 
3>y>?/rp;W^*6#M*-7nyi' (EKB) S»flJ*-^ny 
* (EKB) ©MM «fc otff^nS ^ - K^r-s Xfc**- h*-Ci9T3> 
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7->y*-K c o n -ft \^fz7—# (MtliKroot (Kcon) ) 

SEfitiilkKJ:^ MBit UfeEKB(Z)^aASqJfl*mil^*J^-C©^=3>^ 
>y*-K c on^bt^t^ C h # qTf&fC £ -5 o 

KB) ££j&bT, *®m%l}<b*—-7u v >? (EKB) ^OEKBHtJ; 

tOftS U — y-F^-Ciottis E KBcD^aa^^fr-T-SC 

•7? ^ V^o bj£#oT, :r-*3t§«:r;W * P^t? ©igSE#L3l> «fe * ^ a 

tyi'H >^r — K: <fc3:=r >^>^^r— K c o n CDBf-^-'fb^LS h M o fe^L 

ftfc:^T&«i^t6&tf»<fb*— :7D (EKB) ££sgbT. B3Mt~5 3. £ 

[IIM-7D^ (EKB) ^^ffl bfe^|iE^r-©iH« (ftiilt^ 

5$) ] 

±l©Wb^-^Ds;^ (EKB) b&^ — * & 3 ^«*-©IE{f K: 

*5V>Tx 5^>f ^^t-teTi^tlSf Sb-fb^r — y V (EKB) SV3>t>^ 
$.§V^^±n>^>^^-(im^-|5IbBt-^-^bff$^^^l^tbTV^Sfcfe^ ^-^fe^ 

fgSE*-Kak e%±7&om $Kb*-^n y ? (EKB) ^ffflbtr^Xt 

Hue, &Mm^ysj$ t zm^tzmE.mmjs& (iso/iec 9798-2) ^^t. 
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tRbS4filU RbSVeB<DlDt*5ID (b) SAKMtS. 
^flbfcAfi. fffeC6 4i;y V©a»Ra*ft*U Ras Rb. ID (b) 

t§ 0 &:fe s IKabli A;ftVBfc#*©»*«fcbT*ft**i©IB«*^l* 

DESCCBCt-Htffl^feftKabtiSie^I 
«jt«DE SfcJlv^fcaiSfc^tB^ «JJW1^£R a©SMft«J§&:ffl*i&##K 
DE SWH^fliaSlCfc^-Cs «Kab&JBV^l£-^ftU 8&#:fcE 1 U II 

y-XHS-^^E 1 fcRb©#flb«lSfta»**«>v DE S ftg&fc^T, IKa 
b£fflV^TBt^ftb> Hf^E 2 ££fi£b. «f«E2fcID (b) © 

^bfeHg-^^CE 3 illCcfcc-C^M^-^ (Token-AB) ££j&-T3o 

WflC^t^iKab (M*-) ttffbtS. 3«:r-*©«-5ft# 

S-Ts «*XE 1 + a b Tf«f ft atRa^HS. 

Bt-^^CE 2 £fgIiE*-K abtifftU .^(DffigktE 1 ©3M&tt»Ml*:fc*>s 
Rb£*t3o «^13. Bt^*E 3*M*-Kab*C«-fftbs ^®^^E2 
©#^«M»!fflffl*#tfK ID (b) cabtH^tifcRa, Rb. ID 

(b) RbStfID (b) B**SS«bfe*©i:-38t"r*A»«BE^*. 

c<Dm.m^m^tzm^ BttA&3Eiii&*©fcbTBiE-r*. 

&fc:BfcJu BK«Cttft5t^>3>^r- (Kses) & 
&fi> o ^bT^ Rb, Ra, KsesOlC, DES©CBC 

^E — KTJBffi*— K a b SfflV^TBt-Sfft bx Afcigji-r 

£*i,£5HIb&A*j\ giT-^SIiiE^-Kab-e«^btSo Sfc^-* 

cattf ?»n&Rbs Ra. Ksescfi, RbMRa^ AiCMbfe^) 
©i:-Sc1--5^^iE-r^o £©tfcffi£itofcii1^ AttB4iEi!$fc*©i:bTB 
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mmm<D & t b x mm t? n %> . 

H#£Hfcbfc&©i: bT*0.3I£f its. 

±iB©RBE8I 1 3k::i3^Tfci\ A, B fcfc#»©StE*--K a b£#* -T3o CI© 
*aiKab^±i0*M^-^nyi' (EKB) bT * £IEM 

-7ny^ (EKB) ^4^bT4^bfetM^-/Dy^ (EKB) 53«fco 
*CRljE*-Kab&l®^fbb*C. flh#fc5B«-*-**J*fc LTfc'J;^ U ifeS^fci: 
ISf^r^H^A, BC;^bT^#flJfflW#&&^^b*-:/P 2> ^ (EK 
B) ^ITt/HXA, Bt3;ftbT£/£bfc*$Kb*-7n y ^ (EKB) 
iaotII^-K a b SffiH^fbbTBBte*-**/**: bTfc Jct^o 

H 1 3S^EI 1 4fcaUK©^;W;*K#»©R3E*-Kake&^&fc*--:7 
n y * (EKB) IZ&^xmmf 2>mi&M*m-ro M l 3fcfc:r;W;* 0 , 1, 2, 
3£;ttbTm^Wi&&lgliE*-Kak e£ieft1-£>0!k H 1 4 (i:r ;W * 0 , 1, 
2, 3 x 3 £ U 9 <MW) Itr^UXO, 1, 2t^UtO* 

m 1 3 ©UiTffcfcx Mff^ — h'^-K ( t ) 0 0 Il^-Kake £ 

at-^Ybbfe^— # i: fcfcfcs f^uxo, 1,2, 3 fc^-c^ti^ti©^-^ 

y-^^-s U-:7*-£^TM£r£*l*r^-- h**-K (t) 0 0 ^^Rl^ 
&3g$Kb3r-7n y ^ (EKB) ££5&bTBflli-r 3„ ^ft^tiO^W * fciu 
HI 3 ©*iiy^^-r«fc3 EKB5II (tt-Sf) t«3 illz X *K M£r£ 
frifc J — K (t) 0 0£Ifcf#U mWbfcy-H^-K (t) 0 0 

&m^H£^fb£ftfclgIiE^- :Enc (K (t) 00, Kake) 
MfE^r— K a k e £#3 d £:#RrtEi:&3o 

^©ftfc©:r7w;* 4 , 5,6, i -\±m-(Dmmb*-7v *> z (ekb) & 

fIlt%S#©fi*t5y-b*^ U— 7*— Ctts EKB£#L31bTM£r 
£nfcy-h*3r-K (t) 0 0 &g*ff-r-5Ch#T£&^©^ ^fclE^fc^ 
; W 7 13 *t b T © £*fgliE * - * $ktt •? 2> Z t & X % Z> o 
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^\ iT&fo-^ r^WXO, 1, 2 C*f It ©£>«^ RTtBfcJ&SMb^'-^D * * 
(EKB) &£j£btIBfibfcttTf&*. H 1 4 id^-r^-ffe^-^O * * (E 
KB) il. BK*~ (Kake) (K (t) 00) -CWH^bbfcT* 

^ 1 4 llf****bt»5. 5 s ; W * 0, 1 , 2fcfc. £-it\ g 

JS«f^-H^- (K (t) 0 0) fclft»-rSo K 
(t) 0 0KJ:5«fia!)II^-Kake4llft5o 
§3C^tfl©^-70T/H74, 5, ZCDmMVT* — * (EK 

y^.^^— (k (t) 0 0) SMtSu fctf-Cgft^o PltKK: ZZtitz 

k*- (k (t) oo) ^OTt^-ttft-^f, lEmtzmmttm-rzy'^Jx 
i&mmnmtG%}4k*—7u«;>7 (ekb) zmm^rz^yryy*- © 

IBM] 

&mmmmt&%i<t*-7vy# (ekb) *«fflufe3>^>y^- 
©iBM^s^ovNTi^wrsc £i\ &w«i»-32f5C-ci&* i 6 o ty>«©« 

m"c**w *fes n-u-'f X4> i 6 o try b-e&<-t$ x^o m 1 5c*sv^*?\ 

£^B# N 6 4 tf v V©at5cRb^^^bs AtMtSo £*l,£g« bfc Ateu 
gffe^6 4 h©fti!tRa;&tfi{igtp£D/h£V^$tAk££j£-r£o ^-b-r. 

>bG£Ak4gbfcj&Av = AkxG£3<#K R a. Rb, Av (X 
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m^tYmm) iztttzn^mzA. sigmis Ao&mmmmmiLii^ 

izBlzMMTZo Cut, RaSti t Rbli-??i^ii6 4ti/b, AvCDX^i: 

A©^||giliE0J», Ra s Rb, A v, m^S^A. S i g £^{f b B « s 

bs AO&^^&Slb {±J1"o IfcDii5bfcA© i Sgl^&fflV^^*£A. 
Sig %%kM:T : h o 

B«. lip J; D/>£^3liiiBk££fi&-r3o ^bTs ^-^tfW > h 
G§Bk<glfe)SBv = BkxG§|^ Rb. R a. Bv (Xffi«£YfiMR) 

B(D&mmmmms Rb, Ra, a v. m^m%B. sig^iiaii, 
-&vx^tzW>'&M±. B<D&mmmwmft<Dm*m&itmmm(D&mm~e&im 

b. BO&ii^^D tB1% SlD fcBbfcB©£riiit£m^tt^*£B . 

l^#*s^liE^fig^bfe«^^{i, BliBkxAv (BkttSL^t^^. Avfctft 
AfiAk x B v^fi-» bs Ctte>^©X^^©Tte6 4ts; bar>3>^- 

t \sXM<DmmizQzm~r% mmmm^* 6 4ty h§s*©&iiiHB£-!f ^ bfe 

fix 4SSigSE#£ffcb£:fc<Di: ltllt*ffit§. 

n i 6 iz^mmmmiim^Mb^-^u *> $ cekb) &{£/§b&=i>^>y* 
—omm mm&i*^ir 0 ^-m >r>^rn;w ^tp cmiz&^xm 1 5 -cite 
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iotf^Wd:EKBS«bts Hff^- h**-£<fc3Hg-^b£^frb*::3 
>:r>y*-E (Kcon) ils *$Hb*-:7*Py* (EKB) t^PCFI©^ 
SE^S£:£V^£fi£b£:-teyi'3 >*-Ks e s T-Bf^'fb It P C 3 o 

P cti-fey^ a B^f<b£ftfc [Hif^- H*-fc:«fc*BiHf<b£#lfTb 

fcn>^>^^— E (Kcon) i:, W-^P'^ (EKB) ] £-te^> 

[MSM- P*-K:J;*#-«tfl3**tTbfc3>5 l >^ ! *— E (Kcon) iis ^ 
$rtb*-:Tn-><7 (EKB) ] *m.^-t2>ZiHZ&vX^>y L >y*-K c o n 

ify _ K ^_^«J;i,Ht^'fb^^^Tbfe3>^>^^-E (Kcon) ^$Hb 

^_^p, y ^ (ekb) ] ifimmznzv-z, mm. J — Y*-(DMn&&-? 

A3- YomMK*-?* (EKB) £££fflbfcIE«3 

^^Hb^-^n y ^ (EKB) £m^IEfi-rslttJ£*>' i! irtlTf&3o 1"*t>t>E 
KBI3 iSHt-^-fb^ y-fe — 5?5*— **:7n^?A3— F £bfc#i*C*<5. 

0 1 7 C7D^7A3- YT&mmb*-?™? * (EKB) ®^J^.«Hff^- 

ir/W * 1 7 0 2<Dm?ZS- K^lr— n U - 7 £ <fc o ttf #8rtb* 
-^ny* (EKB) fc, (EKB) fc-SSftSH^-l* 

^-tSt^lUfe7'D^7A3-h'^r/W X 1 7 0 2 t^fitS. X 
1 7 0 2tt^f bfeEKB^Wttli^-^-^^^s ££>£Ifc#b 
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m 1 7 izmtmxit. f/Hx i i o 2 iz&^xmm utzyuy? a 

Z<D£olzmmb*-7'ri y>7 (EKB) *f$Hb *r-7u >y ^ (EKB) 
* tl 3 M§r J — * 75Bff#«llffl b ft A 3 - K SlBffif 3 C t K X 

[^IM3>^>\yj3M-r-S^^y (I C Vrlntegrity Check Value) £ 

(ICV) ££j5&LTx 3 >^>y£*fj&ffrtt*t. I C V©fi-#Kl«fc»K 

3 > > yaua © * fl^-r 3 ® attjft k o v> -c gum -r £ „ 
3>^>^©-r>^^u^^f • ^y^is (icv) t± N mxu-ny^>y\z 

M~? a.mm%m^T tUfSft. ICV = hash (Kiev, CI, C 

2, •••) t^oTtf-g^tl^o Ki c v {£ I CVf i^r — "tfeSo CI, C2tt 
^y^>^(Dmmx^> t) N 3>^>y<Z>fi^ti38©P< y-fe — S?RBE«F# (MAC 
: Message Authentication Code) #{££1 £ frii> <, 

D E SHg^3I^£m^MAC^£j$0!l£EI 1 8 iZ^To m 1 8 ©8S^!fc^;: 
*^-r<fc■5 izMMtteZ* vk-Z?% 8;W h#&fc:#§UL. (ttTs frWlistifr 
^ft-fftMK M2 S • • • x MNi:t§) s £t\ #JJ8HS (Initial Valu 
e (£TT\ I V£-t%) ) &M 1 ®£MbttWllD&$&£ (^©3gjH£ I 
£.) o I UDE SRlMHbgBtAfts m (JWT. K 1 kirZ) fcffl^TBf 

(tti^/^E i o e i commmmmm* * 

(DtHtl I24DE SB£-5g"fbgB-N.A*U ftK 1 *m ^ XVg^fr? 3 (ttJ^E 2) o 
X §feEN*s^ y-fe — S?SBE«F-S- (MAC (Message Authentication Code) ) i: 
£©J;5fc3>^>y©MAC|i£: I C V4fi|+-[i;\ y i'aiiSlffi 



WO 01/78298 



PCT/JPOl/02866 



30 
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ft j eft©3>^>y*-£^f§Wfg&^<b*— (EKB) 
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r-^f ^tM^r-zoy^ (ekb) t. tbizm-^'ih vxmm-t&m 

A-r x<D*^3vmizfrMvxmmm-&*-mffimm, f%-%fc*-mm. 
mm*mirTz>nm,iz-D^x, wTU^ts. 
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WT©Tm©y-K=¥-, y-7^-*«nwbTjR^-r*ci:*»Rri6t5a:Dx 
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B) ^^^-T^iii:*^, fuIBH&r^- K*— ic<fcoTH§-^<bbfc^ *-te — 
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x n t- ©rbe*!i« # b z. ii * tk¥F tvx mm t %> mmx ^^ct^ #m t. 

9 . mm* v^-VT-tmm^mtnmT^j xmizizmtzz^m^^J 
mm* v-t-v^-tmm^mz, mm* v*~v=r-&itmmtz>umhiz 

3gfl«J5^W:*fc::i3MT©»«*Wt6&%»fc* — :7ny* (EKB) fcffiH^fb 

* *&mvxmm^zm&&^Tzz zmxamm 

mim^mmommmm^^^Ao 

1 1. mm-tJT^ v 2 t>\zmmmmv v-m$k(D-F®.miz 1 ju_t© 
-y-^*^=f y 

'J ?)l-7lts f/W^lix tf-K^aSL ilftlif© 

i: a »#©«eH$e i o mizmm<Dmmmm^ ^t- a c 
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i 3. mmm^mmxrv 

Bul3^^jj<b^-^D * ^ (EKB) 0SlIK«k^ iutBMff^- K=¥~ft«tf# 
14. buhB^ y -b — 2?:r — 9 (is n >f I 

i 5. mu* y-b— mummiz#^xm^ bnzmm*— z. 

1 6 . SafB^ y-b — S?? 5 — 3>r> , y®'f Vf^yr'f -^^y^^t (I 

CV) fc&<ft«fc*-*ill:&©«fiHI*& 1 2£fcfiB«©««8L3# 

^ o 

l 7 . mm* y-b— s?5*— rn^7A3- K-efcac i:^#^:i:-r-2)M* 
©^BIB l 2^^t3®©t»^a^^o 

1 8. irSB^yfe-S'T*— ttBI»ft*-7Dy> (EKB) fc. 
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1 9. HulB* y-fe — ^IBif^ilitufBT^W ffi£|HI<2)Eg|iE&31&2g 

*lffl^©Bffiffl3#/&:!fcUfc£ LTI5fIf 3 C J: ^#m^"T 3 If 

«SHS8 1 2^^IB*©ti^S^^o 

sulB^ y-b — 575 s — ^Iflfg^^&s buIB^ & IE fit" 3 @ &tJ h & 

zmm^s*^ xiz#^T(Dfrm^mtim#Mb*~--7ri y ? (ekb) tm-^it 

2 1. 5 s — ^*»«Lfe«f«IB««E*T5*t)x 

- h*i: U KHtj£^- K©T^^a^^ti^y- h*St>* U -7 tc £ o *c*Ji8$ ft 
L/r*§$j<b* — 7d *> ? (EKB) fc N 

2 2. tusB^ ft- 5?t*— ^ > <r > y <DW.-% lzm^& ^ >^>y 

23. mmmz&Bd.mmmz. 3>^>yfcR:3>5 l >y©**jfe-r 3:3> 
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r> l ^-MtSf;S)tfffl^JtM^7D^ (EKB) ZMfatt 

24. mEm^Mmmmts ££13, n>^>^®-f >f^jr>f -v-^yzm 
(i cv) t 5 -^ *feiftiisX^%z£*ftmb-rz>m$t<Di&mm2 lm^mmo 

x£ U — 7 i: bfcPgJly U — m^(D 1 o©y — K£lgj£7 
bT. — K*— ss^&y-:?*— iz&-?xm^<h\sfzm%hfc* 

-yuyp (ekb) (Dm.^mmiz& t> s mm; — \**—*mn?z>mm;~- k 
- * * @Bfi -r s m mmmft m x & -> x . 

^M§T^ — F* — — 7©y- b**-&.g> Wi U — 7 3r — £ <fc o TBg^b 

bfc^^'fb^-T'n y ^ (EKB) £££/£U 

b-c iae-r * £ a £ & -r n h it&m. t •? s mmmm^mo 
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2 8. y-fe-^^-^Ss BSSE*&3SK::i3V'» , r;fll , > 5>ft3igtiE3r — 

2 9 . _t§S^ y-te — S^^-^ttx 3>T>y©'f>fy»Jf'f • fx^l (I 
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3Mb*— :7ny * (EKB) OM-^M^ff -5 £ ±f3Hfr^- Y*r- 
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